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Th is  pol icy  app l ies to  workers a t  Austra l ian Cathol ic  Bishops Conference (ACBC) Agencies.  

The Austra l ian Cathol ic  Bishops Conference (ACBC) and i ts  Agencies recogn ise that  
informat ion technology  ( IT)  i s  a  v ita l  part  o f  our  work environment.   The purpose of  th is  
pol icy  i s  to  set  out  what  const i tutes acceptable  use  o f  ACBC and ACBC Agencies’  IT system 
by workers at  ACBC Agencies.     The IT system inc ludes but  i s  not  l imited to the In ternet  
( includ ing socia l  networking s ites)  and  emai l  v ia  ACBC Agency  faci l i t i es,  hard dr ives,  
networks,  te lecommunicat ion devices,  e lectronic  devices and  other  electronic  
communicat ion systems and Internet -enabled appl icat ions ( IT System).    

Th is  po l icy  sets out  the ru les with  which workers must  comply  when us ing  the IT  System 
and const itutes a  d irect ion to workers o f  ACBC Agencies in  re lat ion to use o f  the IT  
System.   

Workers  must  be authorised to use the IT System.   Use of  the  IT System by  author ised 
users ind icates agreement to  comply  with  th is  pol icy .  

Use of  the IT System by au thor ised users in  a  manner incons istent  with  th is  pol icy  may 
resu lt  in  the ACBC and/or  i t s  Agenc ies taking  d isc ip l inary  act ion  aga inst  the  author ised 
user .   D isc ip l inary  act ion may range f rom l imitat ion or  remova l  o f  access to  the IT System,  
counsel l ing,  warn ing or  the suspens ion or  terminat ion of  a  worker 's  employment or  
engagement with  the ACBC and/or ACBC Agencies.  

Unauthor ised use o f  the IT  System may a lso resu lt  in  the ACBC and/or  i t s  Agencies taking  
the same disc ip l inary  act ion aga inst  an unauthorised  user  or  in  relat ion to  unauthor ised 
use.  The requirements in  th is  pol icy  app ly  to  a l l  users,  whether the user  be authorised or  
otherwise.  

Workers  must  pr imari ly  use the IT System for  conduct ing  the normal  bus iness o f  ACBC 
Agencies.  However,  l imited and oc casiona l  personal  use of  the IT system (e.g.  personal  
emai l  communicat ions  or  personal  Internet  use)  i s  acceptable,  so  long as that  persona l  use  
is  reasonable and does  not  inter fere with  work  in  any way .  The ACBC and/or i t s  Agencies 
may,  on not ice  and at  a ny t ime,  fur ther  l imit  or  cease to  a l low personal  use o f  the  IT 
System.  
 
Use of  the IT System must  comply  with  the fo l lowing requirements:  

  Authorised users  are granted access to  valuable ACBC and  ACBC Agency 

resources,  sens it ive data and to external  networ ks on the basis  that  thei r  use o f  

the IT system wi l l  be responsib le,  ethica l  and lawful  at  a l l  t imes  

  Use of  the ACBC or  i t s  Agenc ies '  domain names,  informat ion and communicat ions  

technology systems,  and other  in formation management systems to conduct  

bus in ess  other  than  off ic ia l  ACBC or  i t s  Agenc ies '  business or  to  prof it  personal ly  

is  s tr ict ly  prohib ited  

  Users are  requ ired to observe ACBC pol icy ,  and  comply  with  Austra l ian  or  other  

local  laws which may apply  in  accessing,  d istr ibut ing,  c reat ing,  communicat ing 

and/or receiving mater ia l  v ia  the IT  System  

  Users must  not  make any unauthorised d isc losures of  ACBC and it s  Agencies’  

bus iness  in formation,  includ ing  a l l  confident ia l  information and persona l  

informat ion  

  Users must  take a l l  reasonable steps to  prevent  any accidental  d isc losure o f  

ACBC and  it s  Agencies '  bus iness  in formation,  includ ing  a l l  confident ia l  
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informat ion and personal  in format ion .  Where any accidental  d isc losures occur,  

the user  must  immediately  not i fy  h is  or  her  superv isor  or  appropriate other  

person with in  the relevant  organ isat ion  

  Workers  must  not  use the IT  System to bu l ly ,  humi l iate,  int imidate,  of fend or  

vi l i fy  others.  In  addi t ion ,  workers must  not  use  the IT  system to the detr iment o f  

others on  the bas is  o f  thei r  race,  gender,  or  any other  attr ibute prescr ibed under 

any State or  Federal  ant i -d iscr iminat ion leg is lat ion  

  Workers  must  not  use the IT  system to access  or  transmit  verbal  or  v i sual ly  

of fensive mater ia l  or  pornography,  or  to  otherwise sexual ly  harass other  users  

  Use of  the IT system  to access object ionable or  cr imina l  mater ia l ,  such as ch i ld  

pornography,  i s  s tr ict ly  prohib ited  

  Upload ing,  downloading  or  storage of  commerc ia l  so ftware,  games,  music  v ideos 

or  other  in te l lectua l  property  in  vio lat ion of  i t s  copyr ight  i s  s tr ict ly  prohib it ed  

  Any form of  gambling,  other  than  those sanct ioned by  the Agency Head,  such as  

a  footba l l  t ipp ing compet it ion,  i s  s tr ict ly  prohib ited  

  Soc ia l  networking required for  work purposes i s  to  be conducted accord ing to  

the Socia l  Network ing Protoco l  for  the  Cath o l ic  Church in  Austral ia  

  Any use o f  the  IT system that  may  cause embarrassment or  loss of  reputat ion to 

the ACBC and/or i t s  Agencies is  str ict ly  proh ib ited  

  Use of  the IT system that  i s  designed to gain  access to  any serv ice or  data that  i s  

unauthorised or  otherwise for  the purpose of  caus ing damage or  harm is  st r ict ly  

prohib ited  

  The stor ing or  t ransfer  of  any in format ion,  wh ich can c ircumvent secur ity ,  is  

st r ict ly  proh ib i ted  

  Authorised users  should  take a l l  reasonab le care with  passwords to  protect  

aga inst  hackers break ing in to and h i jacking IT accounts and in ternet  accounts 

used for  work purposes  

  Authorised users  should  take a l l  reasonab le care with  download ing mater ia l  f rom 

the Internet  to  protect  the ACBC computer  systems aga inst  vi ruses  

  When ACBC or  i t s  Agenc ies '  information  i s  stored or  t ransferred  for  the purpose 

of  leg it imately  access ing the information  off -s ite,  the user  must  ensure  that  

securi ty  equiva lent  to  that  provided by  the ACBC and/or Agency  i s  p rovided by  

the carr ier  o f  the in format ion,  e .g .  appropriate security  measures must  be 

provided on home computers  and/or  portable devices such  as a  portable storage 

devices  

  Authorised users  must  take reasonable care when us ing any hardware or  

software provided by  ACBC Agencies,  includ ing  the fo l lowing of  re levant  

instruct ions as to  proper usage,  to  prevent  any loss,  damage or  inappropriate 

use by others  

 
The ACBC and/or i t s  Agenc ies may monitor  the use o f  i t s  IT System by any user  for  
legi t imate  business reasons,  including compliance with  th is  pol icy ,  com pliance with  any  
appl icab le laws and industry  regulat ions,  and where there i s  reasonable susp ic ion of  
act ivit ies that  may v io late th is  pol icy .  The ACBC and/or i t s  agencies wi l l  undertake 
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survei l lance in  accordance with  th is  pol icy .  I t  may inc lude access ing :  (a)  emai l  accounts,  
(b)  f i les ( including deleted f i les) ,  ( c)  work  computers and devices ,  and (d)  records o f  
Internet  usage.  Authorised users should  not  have an expectat ion of  pr ivacy  for  anyth ing  
done using the IT System. Agency Heads and Managers may re quest  and access detai l s  of  
an ind ividua l ' s  usage.  Workers shou ld  expect  that  intermittent  monitor ing o f  the IT System 
by the ACBC and/or i t s  agenc ies,  once commenced,  wou ld occur  on  an ongo ing  basis .  
 
Al l  components o f  the  IT System, inc luding emai l ,  Inte rnet  and socia l  networking accounts  
mainta ined on  ACBC Agenc ies’  computing systems,  and any data generated us ing  such  
accounts,  are the sole property  o f  the ACBC.  

The ACBC does not  intend the terms and prescr ibed conduct  descr ibed in  th is  pol icy  to  be 
exhaust ive,  nor  do they  ant ic ipate every  poss ib le  use  o f  the IT  System.  ACBC and/or i t s  
Agencies may  reasonab ly  depart  from th is  pol icy  where warranted  by certa in  ind ividual  
c ircumstances.   Workers at  ACBC Agenc ies are encouraged to act  with  caut ion and to ta ke 
into account  the under ly ing pr incip les o f  th is  pol icy .  I f  a  worker  i s  unsure what  to  do in  
part icu lar  c i rcumstances,  they  should  contact  thei r  superv isor  or  appropriate other  person  
with in  the relevant  organisat ion.  
 
The ACBC expects workers to  comply  w ith  th is  pol icy .  However,  the ACBC does not  intend  
for  th is  po l icy  to  form part  o f  workers '  contracts o f  employment or  impose any b ind ing  
contractua l  ob l igat ion on the ACBC or  i t s  Agencies.  The ACBC may amend,  subst itute or  
remove th is  pol icy  at  any t ime.  
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